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Abstract

twenty-five years after the discovery was done that DNA could be used for identification purposes,
a lot has changed in the DNA identification area. Up to today, these technologies have mostly been
used in forensic applications. This paper shows two identification methods known today (Short
Tandem Repeats and Single-Nucleotide Polymorphisms) and discusses the performance of DNA-
based identification. Finally, the paper contains a discussion about the question whether DNA-based
identification can be used in an automatic deployment in the near future.

1 Introduction

The science of using DNA (deoxyribonucleic acid)
for identifying persons started in September 1984,
when Sir Alec Jeffreys unexpectedly noticed simi-
larities and differences in the DNA of his technician,
compared to her family [8].

In the twenty-five years that followed, a vast
amount of research has been done in the area of
DNA-based person identification. Although the
most widespread identification methods in use in
forensic applications today are based upon the dis-
covery of Sir Alex Jeffreys, new identifying proper-
ties are still discovered and new methods are cre-
ated.

This paper focusses on two methods well-known
today: identification based on Short Tandem Re-
peats and Single-Nucleotide Polymorphisms. The
paper briefly explains the methods to distinguish
individuals using these STR and SNP properties
and discusses the performance of STR-based iden-
tification.

1.1 DNA

To allow readers with a computer science back-
ground to understand the remainder of this paper,
this section provides a brief and simplified introduc-
tion to DNA and describes the key concepts that
are relevant for the understanding of this paper.
DNA — as it occures in organic cells — consists
of two strands that spiral around each other in the
shape of a double helix and that are build up from
structural units, called nucleotides. A nucleotide
contains a base, which can be one out of four types:
adenine, cytosine, guanine or thymine, abbreviated
as A, C, G and T, respectively. A base has a 3’ and

a 5’ side that can be connected together; this way a
form of directionality exists in a DNA strand. The
two strands in DNA are structurally positioned in
an opposed direction and are hold together by hy-
drogen bonds between the bases, forming a base
pair. Figure 1 shows a graphical representation of a
section of two DNA strands with twelve base pairs.

Figure 1: Two DNA strands in a double helix form.

A base pair is always created with complemen-
tary bases on both strands: adenine on one strand
pairs with thymine on the other and cytosine pairs
with guanine. The result of this is that all informa-
tion that is encoded on a DNA strands has a com-
plementary copy on the other strand. The hydrogen
bonds between the two bases can be broken using
a mechanical force or high temperature and be re-
joined later on. This important feature of DNA al-
lows easy replication, a process that creates a copy
of the DNA, such that a cell can divide itself to al-
low an organism to grow. The double helix can be
unfolded, while breaking the two strands apart. An
enzyme called DNA polymerase reconstructs the
complementary DNA sequence along each strand,
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which is then bound to the original strand and re-
folded into a double helix.

The string of bases that are connected together
in a strand is called a DNA sequence. A single
strand can have a length of several millions of bases;
the position of interesting bases in the sequence —
such as the location of a specific gene, like the one
that determines the color of the iris of a person —
is called a locus. The process of determining the
locus for a particular biological trait is called gene
mapping, which is out of the scope of this paper.
In current DNA-based identification methods, loci
in non-coding regions of the DNA strand are used;
regions that are made up of bases that do not affect
the functioning or appearance of an organism.

1.2 Overview

After this introduction, section 2 describes the PCR
method used to amplify the DNA in such a way
that a measurement can be made from an extremely
small amount of DNA sample, followed by section
3 on Short Tandem Repeats and Single-Nucleotide
Polymorphisms, two concepts that allow DNA se-
quences of individuals to be distinguished. Section
4 contains a discussion about the performance of
DNA-based identification and compares it to the
performance of other biometric modalities. A dis-
cussion on the question whether DNA will be an
automatic procedure in the near feature is given in
section 5.

2 PCR

As described in section 1.1, DNA has the natural
ability to be easily replicated, which is in fact an
important feature that is required during the cell
division process that occurs in every organism to
grow. This section describes how this feature is
exploited to amplify a sample of DNA using a tech-
nique called Polymerase Chain Reaction.

During replication, the two complementary
DNA strands are separated and a new strand is
constructed along both of them, resulting in two
new strands that come into existence. The un-
bounded DNA strand is surrounded by free nucle-
osides, molecules that have a structure similar to
nucleotides, but have additional phosphate groups.
When a nucleoside molecule touches a nucleotide in
the DNA strand, hydrogen bonds are automatically
created if the the bases are complementary. This
results in one long DNA strand with small nucleo-
sides attached to each base.

The nucleosides are connected together by an
enzyme called polymerase [2]. The enzyme removes

the two additional phosphate groups that a nucleo-
side has and links the incoming base with the pre-
decessor in the chain. Because polymerase is only
able to attach a nucleoside to an already bound nu-
cleotide at the 3’ side, a primer that has a 3’ end
at one side is attached to the DNA strand at the
position where replication is to start.

PCR (Polymerase Chain Reaction) [10, 16] is a
technique that artificially initiates the replication
process in order to amplify a specific piece of DNA
in a sample. To perform PCR on a specific locus,
the sequence that begins and ends the interesting
region must be identified and the complementary
of these sequences must be encoded into oligonu-
cleotide primers, such that these can engage hydro-
gen bonds with the template DNA later on. An
oligonucleotide is a short DNA sequence, typically
with twenty or fewer bases.

PCR is performed by performing several iter-
ations of a cycle, where each cycle doubles the
amount of DNA in the sample, as can be read from
table 1. Each cycle consists of three phases:

Denaturation phase For the primers and poly-
merase to interact with the DNA strands,
they must not be joined together. During the
denaturation phase, the temperature is set to
94–96◦C for a period of 20–30 seconds, such
that the hydrogen bonds are broken.

Annealing phase After denaturation, the tem-
perature is lowered to 50–65◦C, depending on
the primer being used, such that the oligonu-
cleotide primer and polymerase attach to the
strand.

Elongation phase During the elongation phase,
the temperature is set to optimum activity
temperature of the polymerase being used.
The polymerase constructs a new strand,
linking the newly attached complementary
nucleosides together.

Cycle Templates Long Short
Products Sequences

0 1 - -
1 1 1 0
2 1 2 1
3 1 3 4
5 1 5 26
10 1 10 1013
15 1 15 32,752
20 1 20 1,048,555
n 1 n (2n − n− 1)

Table 1: Number of double strands after 0 to n
cycles. This table has been copied from [10].
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At the start of the first cycle there are only
the two template strands. The two oligonucleotide
primers attach to the point where the bases are
complementary on the template; one primer on
each of the two strands. During the elongation
phase, a new strand is constructed until the temper-
ature is raised for the next denaturation step that
breaks the hydrogen bonds. At that point there are
four strands: the two template strands and the two
newly constructed strands, which are called long
products. The length of the long products depend
on the duration of the elongation phase, the speed
of the polymerase and the availability of nucleosides
in the primer.

Figure 2: Schematic drawing of four PCR cycles.
Blue lines: DNA template; red lines: oligonu-
cleotide primers; green lines: DNA products. The
green bubble represents the polymerase. Drawing
is taken from [26].

During the next cycle, four oligonucleotide
primers are used: two are attached to the tem-
plates — as happend in the cycle before — and
two are attached to the long products. Along the
templates, two new long products are constructed.

However, the construction of the strands along the
long products stop when the end of the strand is
reached — which is at the position of the primer
— and these two new strands are called short se-
quences. During the next cycles, new long products
are constructed along the templates and new short
sequences are constructed along each long product,
as well as along each short sequence. Figure 2 shows
a schematic drawing of the cycles.

3 Identifying properties

In 1980, Wyman and White found a locus in human
DNA that has a basepair length that greatly differs
among different persons [27]. The same method as
used during their discovery has been applied in [17]
using oligonucleotide probes. The fact that this re-
gion differs in persons is called polymorphism; a
highly polymorphic locus is a region where many
different sequences are possible. The technique for
dividing persons in classes based on the length of
such regions is called Restriction Fragment Length
Polymorphism (RFLP). When the robustness and
sensitivity of these techniques had been improved,
the FBI implemented them in 1988 to exonerate
one suspect in two rape homocides of young girls
[14].

The RFLP involves a slow and cumbersome pro-
cess and requires large amounts of undegraded sam-
ple DNA to be available. New identification meth-
ods became available, partly due to the results of
the Human Genome Project [23]. These methods
are, among other principles, mainly based on Vari-
able Number Tandem Repeats (VNTR, see section
3.1 on STR) and Single-Nucleotide Polymorphisms
(SNPs, see section 3.2).

3.1 STR

Human DNA contains regions that comprise several
thousand base pairs that are not genes and thus do
not contain information that is actively used for the
growth of the body. When such a region is made
up of a large number of tandomly repeated units,
this is called a Variable Number Tandem Repeat
(VNTR). The size of a single unit is nearly con-
stant among persons, but a high variability in the
number of these units that are tandamly repeated
can be found. This is the kind of polymorphism
that allows VNTRs to be useful in distinguishing
individuals.

Short Tandem Repeats (STRs) are a specific
subgroup of VNTRs, so the general principles for
using them are the same. However, the repeating
unit of STRs are small — defined to be 2 to 7 bases
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in length [14] — and the total length of an STR
sample is usually less than 500 bases. This small
size allows PCR (see section 2) to be applied on
a DNA sample, such that very small amounts of
DNA can still be used for identification purposes.

The general procedure for creating a profile
from a DNA sample is to amplify it using PCR
and then place it on a flat gel, which is exposed to
an electric field. The speed at which the fragment
migrate through the gel depends on the size of the
fragments, such that fragments with a small num-
ber of repeated units will travel a large distance.
The fragments in the gel are transferred to a nylon
membrane, which is then flooded with a probe. A
probe is a single strand of DNA complementary to
tandomly repeated unit, such that hydrogen bonds
are formed with the fragments on the membrane.
Radioactive atoms are attached to the probe, such
that the locations of the fragments will be high-
lighted on a photographic film that is put in con-
tact with the membrane. An example of a picture
that appears on such a film can be found in figure
3.

Figure 3: Picture of the photographic film as DNA
fragments highlight regions on the film. This film
was attached to a membrane with samples from six
individuals, such that each sample travels over its
own lane. Picture is taken from [24].

Identification using STR is often used in foren-
sic settings. To aid linking individuals to crime
scenes, countries maintain databases with DNA
profiles of convicted fellons and DNA samples found
at crime scenes. In the United States, the nation-
wide database is called CODIS and is maintained
by the Federal Bureau of Investigation. Thirteen
loci are identified as the core loci that are stored
with each profile in the CODIS database; a list of
these loci can be found in table 1 of [15].

Interpol maintains a similar database for cross-
nation querying in the European area and they have
identified a subset of six loci as minimum input to
the database. This set is called the Interpol Stan-
dard Set of Loci (ISSOL) and can be found in [18].

3.2 SNP

Certain regions in human DNA contain sequences
that largely match between individuals, but have
a difference only in a single nucleotide (see figure
4); this situation is called a Single-Nucleotide Poly-
morphism. Each SNP can split a human popula-
tion in two disjoint groups: the larger group where
individuals with the more common nucleotide are
placed and the smaller group where individuals
with the more rare nucleotide are placed. There-
fore, by adding a new SNP to the comparison, the
number of groups (or classes) can be doubled and
since thousands single-nucleotide polymorphisms
have been identified in human DNA [6] this will ex-
ponentially leads to a situation with a large number
of classes that each contain only a small number of
individuals.

Figure 4: Two double-stranded DNA fragments dis-
playing a polymorphic nucleotide. Picture is taken
from [25].

In 1991, SNPs were found in the control re-
gion of mitochondrial DNA and a detection pro-
cess based on PCR (see section 2) and allele-specific
matching was described in [19]. The described
method has been the basis for several techniques
that were used during the 1990s [20, 5, 22]. Several
drawbacks of these methods have been solved by [6]
in 1999.

In general, the main advantages of SNPs are the
numerous amount of markers in the human genome,
the many methods of SNP detection that are avail-
able and the relative ease of simultaneously ampli-
fying several regions [14]. Although there are few
disadvantages, the most important one is the fact
that the individual regions are of limited discrimi-
natory value, so a large amount of SNPs are needed
to identify an individual in a large population.
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4 Performance

The performance of DNA identification largely de-
pends on the number of compared loci. Since every
person has only a single DNA sequence, in general
it can be stated that different profiles belong to dif-
ferent persons. However, it must be noted that:

• a single person might posses two distinct
DNA sequences, an extremely rare disorder
called chimerism, and

• mutations in the DNA sequence of a per-
son can occur, resulting in slight variations of
DNA sequence in different cells in the body.

Only 30 cases of chimerism are known world-
wide, so it is assumed safe to ignore the disorder.
The region where a mutation of a DNA sequence
occurs can be considered random and therefore —
given the extremely small fraction of DNA that is
used for identification purposes — have only a very
limited effect on the constructed profile [14]. It is
therefore often claimed that the False Non-Match
Ratio (FNMR) using DNA identification is negliga-
ble, such that the False Reject Rate (FRR) is set
equal to the error rate of the acquisition and anal-
ysis process. In individual cases this has resulted
in very awkward situations [1].

When assessing the False Match Rate (FMR),
one has to determine the propability that the DNA
sequence from two distinct persons result in an
identical profile. Several studies have been per-
formed and most of them assume:

• that the used loci are highly polymorphic,

• that no correlation between the used loci ex-
ists, and

• a randomly mating population, causing chro-
mosomes to be uniformly distributed among
individuals.

The first two assumptions are tested for the
13 CODIS STR core loci (see section 3.1) us-
ing population data from African Americans, U.S.
Caucasians, Hispanics, Bahamians, Jamaicans and
Trinidadians [3]. The test confirmed that the
CODIS core loci are highly polymorphic — thus
giving the set a large discriminating value — and
that no significant correlation between these loci ex-
ist. The lack of correlation allows the match prob-
ability of all loci to be combined using the product
rule.

However, the third assumption is false in gen-
eral. The majority of humans have parents that

share the same race and live in the same geograph-
ical region. However, it is shown that the signif-
icance of this fact is low, as actual values do not
significantly deviate from expected values that can
be expected when the assumption holds [3, 9].

For a relatively small dataset, [3] gives the dis-
crimination probability (Pi,d, i ∈ 1..13) of each of
the 13 CODIS loci for several populations. Pi,d

is the probability that two randomly selected pro-
files from the dataset can be distinguished by look-
ing at locus i. Therefore, the probability that two
randomly selected profiles do match at a locus i
is Pi,m = 1 − Pi,d. Under the assumption of non-
correlation, the product rule can be applied to de-
termine the probability that two randomly selected
distinct profiles from a dataset as

∏13
i=1 Pi,m.

Using this method on the data stored in CODIS,
table A2 in [14] reveals that the random match
probability for Caucasian Americans is 1.738 ×
10−15 and for African Americans is 1.092 × 10−15.
For other populations, probabilities are of the same
order of magnitude. Taking these numbers as the
FMR, they are compared to the performance of
other biometric modalities in section 4.1.

Unfortunately, I have been unable to find
supportive information to assess the performance
of DNA identification based on Single-Nucleotide
Polymorphisms (see section 3.2).

The performance numbers for DNA identifica-
tion are very promising. There are however some
remarks that must be made. First of all, it is
known that monozygotic (or identical) twins have
nearly identical DNA [4]. Monozygotic twins de-
velop when a single egg divides into two separate
embryos after fertilization and make up roughly
0.2% of the world population, which makes it an im-
portant group when considering any type of DNA-
based identification.

Also an interesting issue results from the fact
that DNA is inherited from both parents. Each cell
in a human contains 46 chromosomes; 23 of which
are inherited from the mother, while the other 23
are inherited from the father. The result is that
a high degree of resemblance exists between DNA
profiles of relatives, and in particular siblings. In
siblings, the match probability always involves a
factor of 1/4 per locus. However, the current 13
CODIS STR loci are enough to distinguish individ-
uals among relatives and siblings [14].

The fact that the highest degree of resemblance
exists between siblings is used in a conservative
method to provide an estimate whether a DNA
sample belongs to a certain individual (the Sibs
methods [14]). The approximate conditional match
probability for siblings can be computed and the
method then suggests that one can be confident
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that the match probability is smaller for any less
related individual.

4.1 Comparison with other biomet-
ric modalities

Table 2 displays a qualitative comparison among
biometric modalities, as presented in [7]. It very
clearly shows how DNA can be an interesting bio-
metric modality, given the fact that every person
in the world has a DNA profile, these profiles are
sufficiently distinctive among different persons and
the fact that — despite genomic mutation — these
profiles almost do not change during the lifetime of
a person. However, collecting DNA samples still is
a cumbersome process — compared to e.g. making
a photograph of a face — and people may not like
the collection process.

Modality 1 2 3 4 5 6 7
DNA H H H L H L L
Ear M M H M M H M
Face H L M H L H H

Facial thermo. H H L H M H L
Fingerprint M H H M H M M

Gait M L L H L H M
Hand geometry M M M H M M M

Hand vein M M M M M M L
Iris H H H M H L L

Keystroke L L L M L M M
Odor H H H M H M M

Palmprint M H H M H M M
Retina H H M L H L L

Signature L L L H L H H
Voice M L L M L H H

Table 2: Qualitative comparison of various biomet-
ric technologies based on the perception of the au-
thors of [7]. High, medium and low are denoted
by H, M and L, respectively. Colums 1–7 repre-
sent: universality (1), distinctiveness (2), perma-
nence (3), collectability (4), performance (5), ac-
ceptability (6) and circumvention (7).

Using [12], I’ve tried to make a comparison be-
tween the results obtained in section 4 about the
performance of DNA identification techniques and
the results found during the FRVT 2006 test about
the performance of biometric identification based
on facial images and iris scanning technology. It
is important to stress that the results from FRVT
2006 are based on practical tests, while the avail-
able information about DNA identification is not
expressed in numbers of False Accept Rate (FAR)
and False Reject Rate (FRR). Table 3 shows num-

bers from the highest test results from RFVT 2006
and the numbers found in section 4.

Modality FAR FRR
DNA 1.0× 10−15 negligible

1.8× 10−15 negligible
Iris 1.0× 10−3 1.1× 10−2

1.0× 10−3 1.4× 10−2

Facial 1.0× 10−3 8× 10−3

1.0× 10−3 1.6× 10−2

Table 3: Quantitative comparison of various bio-
metric modalities. The values for DNA are ex-
tracted from section 4, the other values are taken
from [12]. The two numbers give the upper and
lower bounds of the approximate range of values.
Note that the values for DNA are not FAR and
FRR values from a practical test, but theoretical
FMR and FNMR values. Monozygotic twins have
been ignored.

It can however be very clear — when judg-
ing the performance of DNA-based identification
against the FMR/FNMR chart given in figure 3 of
[13] — that DNA identification can be positioned
at the top left corner of the diagram. In fact, prac-
tice shows us that indeed forensic applications are
the area where DNA identification technology is
mostly deployed and forensics is probably the only
application area where DNA technology will have
a widespread use in the near future.

5 Automated procedure?

To answer the question whether DNA-based identi-
fication technologies may be applied automatically
in the near future, it’s good to look at what ex-
actly is meant by automatic. A distinction can be
made between a fully automatic — unattended or
unsupervised — use of a device to perform person
identification or a less strict definition, such as al-
lowing the acquisition to be performed by a person,
but the analysis be performed automatically by an
electronic device.

In fact, when using the latter definition, this is
currently possible and is actually the way it hap-
pens in some forensic laboratories. A DNA sample
is collected by a crime scene investigator and trans-
ferred to a laboratory. The sample is then placed in
a device that automatically performs the PCR am-
plification, followed by an analysis step. Modern
techniques allow a profile to be constructed within
minutes [21].

However, a fully automatic deployment of DNA
identification technology, e.g. for access control
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purposes, will not be feasible in the near future. Al-
though the performance numbers of the technology
look very promising, currently available technology
is still unable to distinguish monozygotic twins. To-
day, DNA identification technology could at best
be combined in a multi-model setting with another
biometric modality, e.g. fingerprint, to be able to
make a clear distinction between twins. However, a
current research topic is to investigate the genotyp-
ical difference between homozygotic twins [4], so in
the future this problem might be solved.

Also, the analysis of a DNA sample still takes
minutes to complete, prohibiting deployment of
DNA-based identification in environments with re-
quirements for high throughput, like airports or
most access control environments. As technology
advances, this analysis time might decrease, but it
is not clear when throughput figures like for finger-
print matching might be achieved.

Another problem with unsupervised DNA iden-
tification is that it can be very easily circumvented.
It is not very difficult to obtain small amounts of
DNA from an unsuspecting individual. Even in a
controlled environment a DNA test had been cir-
cumvented: in 1992, John Schneeberger placed a
plastic tube with the blood of another man in his
arm, such that a comparison of his DNA would not
match the DNA samples of the alleged rapist’s se-
men [11].

Given the facts stated in this section, I’d say
that — although it might be possible that DNA
identification technology will be used more widely
in the future — in the near future DNA identifi-
cation will only be limited to forensic applications
and not be fully automatic.

6 Conclusion

A lot has changed in the twenty-five years after Sir
Alec Jeffreys discovered that DNA can be used for
identification purposes. DNA identification tech-
nology has long been used in the forensic area,
where it is still used extensively today. This paper
discussed two DNA-based identification technolo-
gies: Short Tandem Repeats (see section 3.1) and
Single-Nucleotide Polymorphisms (see section 3.1).

The performance of STR-based identification
techniques have been subject to research and —
compared to other biometric modalities — DNA
has very promising performance numbers; the False
Match Ratio is in the order of 10−15. However, at
this moment the technology lacks the ability to dis-
tinguish monozygotic twins, but research is going
on to find new methods to solve this issue.

In the discussion about whether DNA-based

identification can be automated in the near future,
two distinct questions have been answered. It has
been shown that current technology allows for the
automatic generation of a DNA profile, based on a
small sample, while the acquisition of this sample
must still be performed by a human. The discussion
also concluded in the fact that unattended or un-
supervised DNA-based identification won’t be fully
automated in the near future, largely because of
throughput of the currently available identification
devices and the ease of circumventing the system
by presenting DNA from a different individual.
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